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Abstract

Background and Aim: Current study has investigated the status of research about digital rights management
and to identify the gaps and research trends in the field.

Methods: Using a narrative review approach major databases such as Elsevier, Springer, Emerald, ProQuest,
etc. were searched for the term “Digital Rights Management”.

Results: Following the preliminary analysis, 80 research sources were selected for the study. The results of the
study showed that 72% of recovered resources pursued technical issues, and 19% management perspectives, and
the remaining 9% legal and cultural aspects.

Conclusion: The results of the study showed that, we need to do more research on management approach, and
there we found a deep research gap in legal and cultural studies. Furthermore, economics is a missed approach
in the field. Considering the evolution of research, we had technical issues bolder with an approach towards new
technologies. Also, the results were in line with the development of modern information and communication
technologies and legal aspects. On the contrary to earlier research that was more focused on the rights of copy-
right holders, current studies are focusing on the consumers’ rights.

Keywords: Digital Rights Management, Review, Research approach, Information and communication technol-
ogies

Conflicts of Interest: None
Funding: None.

How to cite this article

APA: Alipour-Hafezi, M., Agha seyyedjavadi, P., Motamedimehr, Sh., (2018). Analyzing research trends on digital rights
management. Human Information Interaction. 5(3);28-42. (Persian)

Vancouver: Alipour-Hafezi M, Agha seyyedjavadi P, Motamedimehr Sh. Analyzing research trends on digital rights man-
agement. Human Information Interaction. 2018;5(3):28-42. (Persian)

The journal of Human Information Interaction is supported by Kharazmi University, Tehran, Iran.
This work is published under CC BY-NC-SA 3.0 licence.

Kharasmi University

29



SUd 58> o pde ) laimgg Mg S

WS L] o il b yg S dagi 5> il o 45 350 00
o Jlious Gais Copio (559l 5l ool wl oyl ulsy
OBFLS slado,e 1 Llgie oMbl jl die (55000
il 4l ol ;8L daygdS dawgd 5 (slainl (golaidl
St s s ol 3 g5 sLls e (e
Se S8 caslle o> 4 plys] SIS dlally 35 o)L
23 g | (Samyd g 6,58 A T a3y ) o] Sk g g
S el Sy g 6758 0y p o] s 10
Copiee 9l I s xS0y bt cn e I Cand 02l

sl g8 (Simsd iy 8 i ol
ol bdaly 53 eanie lagsinghy odMee Yoo Jlo Ll 5l
9 529 e ;0L 4 (i, Lol ol 0l plosl (g9l
Ojgmo (sole Gpgods il dgie cpl 4 ol g9 (wy 0
590 (i) 39350 (sl yimgs 3,5 Ciyg s 1 sl 48,55
gy SIS 5 b yimggy X9y B0y )8 (Sdge 5 (o
Cuxdy olwlid dlie pl Ban plpls 0ed olwlid oje ol
s Lulis 5 ojen (il 53 o1 ool sl ingy

A S Aoy ol ) D990 (g

ORR9H P9,

Sy plml g oo (e (slnoged 4 laiag}y Lig) adlllas
lpl sl (6)900 o) gy rl (o) n jl So oS
5 pladzes? bwgs oad A3l 6y9,0 (B9 5l GimoR cul
OYAQ) 0315050 Ls yins ol o odlaaol (Voo V) « 551>
ol el Sinlan A8 s 03,8 gy iz |y yape
Lagsingsy cnl Abli obj)l s > adgl sl gl ads
ey S s cmgdlan S Ly colalllas (slaosls Lb)liS
GBS ggmdga b badye Jlgto 4 (3 gy (gl o8 3 Ll
23953 hyy sl e ul 3 g0 (Lo SIS (13,8
DS o Pl ) g 4 dlspe 9

() ds yo) asllan 5

9 (> 38 05yl iy g adlllas (sl Sl oluli .l
5 Ll 5 Mg bgye slacylld 4 o s (o0l (Sois
S0yl Jdl ] U e e slacallad plo s 6,56 6T g
(oles yio By A5ke oyl 5l Sy (g5ixe 5 (g3l (S5

4 Kitchenhamé& Charters

SeMb! § Sl Jobss
FY-YA :(\YAY )..ul_v) ™ c)l.o.i‘; e v RVES
http://hii.khu.ac.ir

dodio
u‘)_ut: Lm”_wf LSABLM\:_«»y sld a3 ls )‘ Lr() 0}9)_4:‘
Lol b ggge ol ] ol (6,88 b1 g5 5 ()i el o
Mg Caio Soop bl da o i S b @S col
doalgd 6,58 Y Wy Caio 4 1) 245 sl S b <YK
o LT 4365 ) gy il b b ygusiS 05,08 g g g 2
slalze 1 Jlioed gl jl G55 cnles gl oane
Lo gyold ol oy yage 5 losd 00> drwgi 5 Mg (gilne
g 5 by VA8 Jlo ol Jliomd 3 oo
ol st T (695 ¢ o o> o ol il
Sl S8 e slroslawl 5 eyl ad b S 5 Ay b &S
9429 290 o I )BT Jlmepe (Boyd g (5 )0 s 5ol
olio s el wyiwd S codild aS by b e oolatuwl
5 sl wald Jhms bomo 31 g 5 J31s 31y Jliomed
L a8 SO e OledMbl 4ilhdSS Y gamee opl Bim
Sygos ol 5B b U3 50 clojle J S ot g duwhe
(Zeng, Parkin, and Moorsel, b oo 'dliwgul g dtwgn

(2010
(5yalid ) (gl o ool g e 4 (gyin cdo b S
L vt Coand ds jl S an g o JUiond Bad> o e
g Lol Sl a8 couwl o JSis ailiiedan (63,59,
oasie "y e 65lg 5ke 03yl Wlg e &S sl S, lLa)
U Sl @ 5l e Jols (55l cnl (oo 2,509 oS
Ly ol 5 dm oo g dwop olog oaisSonlinl 4y 3l &S cunl Sloj
o S8 2,509y Sile " ge" o3y tama e B gy cou
Sl awl (0S8 el Boi> 5l Colas car > (g)9ld
oS (6,8 e Sl ot coles Caa > b pde )00
L;”La ‘_,_sl D)J)K )i’l.w.i "JL.OU.)" b)|9 J.SL;O JL@&‘ l) )LT
Ao odd 48,5 Hai > Jliswd lase j3 (0308 slas,olis
ol 059> du g3 o 1 s o )8 e cou |y a8
Dgas pasuie ol 1y Jlusos slagygls ¢ Beis (e
sLals; Olgise 9l cnl 3,555 5 Ban wuple 4y a2g7 L Ll
3 0j95mal (Jlio lgieans 3,8 sanliiio )] 5 15 1) (6 )-50d
L (WAL S ylag S 97 ) (oolasl (oY lgicds cole ML

! Offline
2 Lester
3 Koehler



O g (Jadls gl (cpe

D 6ogld (ol pod s A G 0 g Lo o> 4 2
2 @leoiegh oglaie ol an Js lp dd dw) 0l aate
15 Slacssld an axgi b o e el 5 angi sl
sl Slej o390 (plple (85 Cjp0 (bl g Sl
Jlo BTV Jlo jloas plodl gla gy (st
b a1 s facalllae ol plos] lej) (3de YAV
9 asbpbl (gl CYLie 4 29 lagodiue (ixen
5 Uil 1S 3 05 )| _iingy Yo
(Y > po) axdllao g1y
oad plodl sl ingyy (alulid ol laimggy (ololis .l
i 5 (JUond Goi> Cupde gl I laidyge (sdiej 5
3y Liss goie | Jols zols i odlazul “Wpl Lo o
5 Gl o okl (gasly S & Cliitue (oolod 53 0315 oy
Sdod jd Cpidred WSl Gl gas ol 0 oladislyie
e e e R LU
Ll by s leg bge (g0l Ll gl s
il o] b o e Kei S TS S o yilg»
oa3 ek Jows e copte (y9s &Sl I Ll s
485 0430 cglie ol g Clidod (yp > (Lol g909e
) img @lie I plae A bL)l oyt e 2545
155 a3V a5 bl 5D 5 )5 Sl glaolSo,
o5 S SR (990 050> (0l ) o y9dS )3
e ¥ ol LMl glaolSyly 3 i il a8 plosi
alio (6,503 g abbl bl 51590 93 48" as cél SleMb
WAA Jlo 3 Sl A yn s 45 ol gy = aale
Tt by wlie ddlle ] ) 4SH) & dog b aled S il
alie o Wl Jlaine ol s 5 oS00 g )bty i )]
A it o aalllas ] 5 Sledlb)
oMb plio Al yo ol 3 ) wlio sl 5 ool o
©ISa 9 4B )8 (G res (cwyp 050 0 (olulid
adg) o )5S gl o 3 135 adlllas ) ol ¢ datio
S Gl s elalse 51 (S g s bbb &

Sl Gt @l 5 05 (iegi SNl gie -

Al o

9t L g oleme (Jos Al 4y e Sl i

A8l oad Jood e Cu e Candy

@lie pbow by gy ()55 abipbl 5530 gite =

2DRM
13 Watermarking
' Fingerprinting

¥y

as as sl Glej 6,58 el jl Sl cblis 4 5L
el ol jo 8y IVAYY Jlo jo ()18 (sl ysus
Lagl aolie 4558 o ,Sé aSl> 153,8 gliel (pg po clelnl
O 3 3520 g 5 398 28 oo ol ) el Kns
anog Ly Ll (WA (bl dolas 5 j50ks) sisles ()b ool
Sl Sy g eyl e (bl 5 (SLedbl slas)ls
0 )IHD )L_u.u L;)fe u.».inn ‘_99.0.5 )‘ u.sla.> ‘U] L: wlmo
iajls el sl LiSely Wlgi e (ils gog S g ol
e (JUond o> Sy e pla (pg (sl sl jl eolanal
oo ) (6)5l8 ol s Soste 3 3505 b pols oy
Agy wlawliss Aol plplsy .oowl 48,8 slodl giloe
CLBlSs 0,8 jasuin g duej opl 40 ol pbul (sla yimgh
R 39> 90

o=l 398 s & dn g bz img sy Yot 90,8 et
D9 o0 oo Jlgi

A Jlioud Beis Copde disj ) ol plol gla g}y W)
B looj 42

929 Jiomd Boi Copde dine) ) (haghy S 4 Y
T340

ol 455 o jing S5 e

o Gl sl thdye g pine Sl glaclGl ololid &
5 Slials Lol claslly slolis & phdl (Yl
039> 3 1) (Fodge iy (nyidi 45 3y (e pleS
Sledbl glaoll ot j sl Jows st Cople
ooy F€adl ol MR b 15 a s )le ss o lwlis
Fheu3sS g, Mpl s T olglgl o Fees pls
(B SLeMbl oL 5 M- Al Y« gy S
LMl (6)5ld 5 pole olSimgly (slaaabipbl oGl o
WS s VK y9» o U KSINp ll

(Il Bo-b> Copie 55l Jol Jus alylid o
(Gaber, >4 JUuzud mlio do (wywd Cudgdswe (slizeds
Uiy do Lo (Sl Slej cie csiS L Ll (2012
5 &8 3l o o> (e @l odlal Jpu8 sla ol

'Springer

2 Emerald

3 Science direct
4 Ethos = e-theses online service
>ACM

® ProQuest

" Scopus

8 Diva

° D-lib

1 Trandoc

' Noormags

SN § sl ol
FY-YA :(\Y¥aY )._»l.;) Po D)Lo..i': ey RVES
http://hii.khu.ac.ir



Sd Boi> Copde 3 b imgh g, Jdoo

6.74%

2.24%

STy
T

Shzod B> Cope ()3l 4 b imgd (5,5 (SasTy ) IS

12

10

(Y'\va"\ JL» )‘) JL\JW)JO.L\:) lpl}ul L;Lmu..‘,,mﬁi L;_\.SI)J—Y Jiaﬁ

il

SUmd B> e (59l Come 4 &8 (00,50, 4 a2 g
ol o G555 gl cu Gl )3 3929 adllae (ul >
b SBybg (Bode upin b (T 4md g ggdge
Sl B a0 L oad oL sl yimgs dddllas I asds
Bl 55 (6500 (Egbse sladans 025yS 2 Wl e o]
(B hpie Slal (8 slainghy Sl (S > axly
5l eomed Ll Gasds LB o) 0 e (golaidl
S 8lgiee O g e slaJae able gedge S o5 il g
A3 39 g (LAl (G pdo (6 i (sl S
pLosl (s daginghy (ol 3,509) 4 b Lol .29 &8y
@S plosl Jigg 3)Sh9) ey o8 Slegdge 5 £8)S
sl 5l 5 aie ©jgte b gaditd cpl b o3yl ol b
L el 005 ooxianylite] 5 05 ploxi] (WS 5 yigmals ai
fgdudind odd il dbeh mlbe Lol joe ¥y pwlds )
A5 ) )l 51 Lo dals] 3 ol ol g g

SleMo! § Ol fobss
FY-YA (YA 500) pow o)led uas ol
http://hii.khu.ac.ir

9lb gdge an Lolasl oo tinghy osie -

b il Jlous §sis Cupde
Olg=is Al 398 350 4 4295 L slaosls oS 5 g glsel 2
9 el b5 2 plgis AV 0jo> pl )3 00d (Lol iaghy
pLosl Girgh (505 g9 & 4295 b dg (o)lb plj & g ¥
lolid 2,509, ¥ iz Boi> Cope (6)gld ojg> 4 0l
aB)S )3 Gigg 2)90 &5 Jlegdge ladSug) ) NS
Sl img s £F oliwr « SS@ an Wud (Byre g (slolid g
Sl oigis & alas ¢ o pde o8 I laie VY (8 ol
Eomn ool dp (S8 oS IS0 (hag Vg (Sei> o
by 2,55 cos g Vlie (SaiSlyy V S5 55 .kdg) adlsy
ol o 1)l Jliowd o> o pde (gy0lid &
Jbo 5l e SleMbl slaoll 53 oad il laginghy (rizzen
Gl 3 0 o 1y (oM YoV Lo 315 V-0
485 plxl s iagh (SWS1y Olie (M pasuie Cgru
5 @)Y S el gl Jlo o



O g (Jadls gl (cpe

05509y b laiags =Y Jad

o3 plsil glajingly

il Eyige ol e

Wyant, 2002; Thanh
Iwakiri, 2014; Su &
& etal., 2015;
Mehmood & et al.,
2015; Kwon & et al.,
2016

Mandal, Thakral
&Verma, 2005;
Hsiao & et al., 2006;
Wolf, Steinebach &
Diener, 2006; Thanh
& Iwakiri, 2015; liu
& etal, 2017

Kwok & et al., 2002;
Jamkhedkar, &
Heileman, , 2009;
Tannella, 2001;
Soliman & El-Ramly,
2015; Bahaa-Eldin &
Sobh, 2014; Epstein,
Fiat & Levy, 2009;
Yu and Tang, 2004;
Vassiliadis,
Fotopoulos &
Skodras, 2006;
Sachan & Emmanuel,
2011; Yang & Horng,
2006; Zhang & et al.,
2010; Zhang & et al.,
2011; Doncel & et
al., 2011; Patriciu &
etal., 2011; sai,
2002; Mohanty,
2009; Tsai & Luo,
2009; Zhiyong, 2010
Ma, 2017; Marten,
2017

01 30y (sages 3lS 3l 5 S0yt b aolees o (S e iy sael
5l g o 51 oS odlitl puoguad oy ) cliblone o iz celblyiz o)lgd aijs oSel  ()Sis0,
Pl () B350y b AU i bty ()50,
G o I8 53 s 3 €5l 19 g Sy bl el (5,550, sl
ol " gl
5 Pl )50y ) b pudpdllanil IS 5 a8 sl Je )3 ol sd skl il
bl
Sloyily 5l ookl b jlre s & yguods 30500 o3kl g Sl e I Canilan

IELRR Y

il bz )3 gz S9e (2ld) g g s IS WS Sas il il
S Sl 54,k sl lo &) GBan b (gl at slalgize (sl (b3 slap sl B pme
RERGW PN
b Lo 5 S loyly (sloe izl sk )l SS90 ploliss sl ol sty
Yl SD s 4 olaasl
S bl p3le 5 nsSile slaaS elal a8l (65550, Slaidy
“im dw (slaging ) pSoxe g oud Cluo 5 gy B S bl I g )b L)l

Ao (g 5kodlubiol b slezel b laoee G > Jliuons mbie 4y b 5 cpol oy 4 S8
s 2l (g Jolss 2l g pl sl sla i

plolees golaxe 3 b gl Y Hd e drwgs b gt ol 55|

el il 3 bz oS pan i b plfod lacabl a3l oas
At i 9 )18l (o cblix ol Cglite (adlre oY S5 L (s )lone 1)) >

s glgie )ik 0 Sglite slajeze
D€y gaid> o € Sl w36 51 ookl b plyTed (o) 3 YU
& pasuns cblis HBuiSans 9 ol p)l5 oK y3 (g)lElesus Mol b pl )l o> 3, Slas <))
ploylgd o i (pdidillas] sll o

Goloxo

s ; . ) i IELRRY
258 S jorme Cuwyed jl odlatul b .plylod (o5l 0y p3 (210538 se

Ao omim el g omsilojler ST )3 gy 1 ealiul slarin
plalisd slome )3 g Gl b 5 Karie o il ) edlizl
2 B b g S Jae &l g g5l shate 5l ookl b .plled p3 kel slacasluw b))
0 (5jlwdnd
— .83 bl oluly diwen (99,8 Jio g (Jluond alolS” s (820
. hbge @loss )3l oo 5l emie b o € glplgd. o o]
Ml uSslpl 2,133k 51 oslial b pl e 51 iy Jalss (6 lone 431
Derge (SHlexe s Jie ololid 4y asgi .F\.)i.da e > eges b &l
2ol )8 Kt e g K Jdo 93 S 5 b Bwge Caniao 4D jeme o pte Jho 5 Dot
Aiwgnl g diwgy e )
o o 2 s Goi plojen g 2l Copte 5 el (ilome ety
cSllbre aSs Ll g 15 Coss Jliood e o e piams K dlgiidn 0,550,
Gl il b aslge g wlylad blie )0 algioee o IS0 > (odaw dix dlazel LB Ll &l
o3liiwl g (6 pdy Joles Culild (el
Pl 3l gy Juo @)l izman ol gl sanaii g el ()3l Slaiy
-l ‘)1 .8y Jlowd (lgizme Co e slp \uS5L 0y20; J S 3l ool

L (Yoo V) eeoby dlie aile wgb 28y 8 U Lialio slinl 51 olaie £F sliws ol lis yols adlas jl Jols slaabl : 2b

dwg L plSom g (Yoo V) "0 g Tgbowl Fadgr alie wiladlyy gadge ol dr (383,00, b dalllas 3590 (sla yimg}
(line g (Jnbge plas i (b5 g Sledlbl glagysls 4y ond ol (slagimgh (oys VY dgas) plac! ise o

OSen S L5 odd w3y gy ol )0 o olais] 295

! Wyant

2 Wolf

3 Steinebach
4 Diener

§ Sl e o pae (lagimw lacins g il s

Ty
SN § sl ol
FY-YA :(\Y¥aY )._»l.;) Po o)Lo..i'.v ey RVES
http://hii.khu.ac.ir



SUd 58> o pde ) laimgg Mg S

aoldl =YV Jgao
Gil, 2006; &Garcia b el it 4 (olime JS05 3l g ods (caidib date (glaciiog ialS g Wajeome 5l odlitel () Jupws  Hle jo o
Delgado, &Garqa; Gil REN AN R PR F 35> Cupde
&2007; Tsolis I s 85,5,
Papatheodorou, 2008 ; . PSS s 72T ) i
plld 3 (Baix gl by )3 (e )l g (pline ©g (wlid s 4l p line 3,50, j 03liiul
Kenny and Korba, 2002; 4 Lo ool D929 (Slgizme g Jitma jlxe olpnylS e 1 olsie wIS Sledbl ¢ i8S sl ululy o)k 1)) 5 cblis
Huang &etal, 2014;. g e 03l tled e S opas
Mishra, D. ,2015; Garcia, ol S o ] Cales el O5/A6/EC Jadlygtass (slive 1 -ph e pionpr dasss
Gil & Delgado, 2007 Sl o> m > )l el (lp D (SUae 2 -l 83 il dxwg
5o slalamo plai 15 3l g wyy L bl il
Kwok and Chi, 2006; Li Do ©Malss 1> g lass 1 odlizl g ibge d dily @i lass Slutdy sl plylod jl soges il 1)) ) s xSore
&etal, 2008 Wu, Lin & 45 5 jlorese ) @Mes b ablio el oo s a5 - Lilige s (8l catlive sisds -plocsd jloslizl 5l s
Chang, 2010; . b b
Chokngamwong and “w el ) e
Jirabutr, 2015; Zhang, s po Jus 3 £l 5 “L’“_“'
Wang & Niu, 2015; ;31 ealial g ad iy (65505 3kl b g, slailige 3 pllied (S g sy g custal il
D’Orazio & Choo, 2016 Injemme 3 (XML) iy b yius (6 I8 wlis
ibge 53 o3zl (gl pl o0 5l (25 Joo G sl
Li, Cui & Chang, 2007, gza elS g plasa i claasis )l )l sla ol 5l ealiul 2 pllss
IPGHIHII,.NCZS(;I% ey 5 njsme csllas] (sl i 4y ulss sloaSied )3 oz oliie Capols bl 5 o ool 1) b slaaSs
azzagha, 5 . N . 7 Vo

. g . Iyl ) € e » bl el " i

Kitahara, Kawamoto & S9SN )l 3 € ngSin S92 bl g plylisd s ey 4
Sakhurai, 2014
Zhong et al., 2007; bt olitl I (oS gls g wiliate salitul caa ) pllied (oo dgue oslisb
Gaber, 2012 liats odlizal dgio sliol) )3 Same gy ISl sl b iyl 13 oS oolizal Bgi o sl oS ) Vailiai
elylgny
Hallback, 2005; Rampon De s eiels (Jae) 035,3» )3 pl )l (sl sl 5 oolil 2 plolss s
8
& etal., 2015 M L5 )3 el 5 bl gyl g 5l oslizal sl o
s
Abbadi, 2008; Kim, Lee L5085l 2,1 elmolSiws I Sl (g)apases | 5y Sely 5 (SB laaSids )3 yel 550l8 sloe 3 plolss
& Park’tZ(l)lg;O?llang & S A5 3 o e 5 (555 5o s oS JiSTs Sy b Cilanio 5 ol 3985 (sas 1) laass
ctal, Npl g gy plids odbizal Jy28 e ) oslisuel sty Sis
Mishra, & plled i 3 SS9y 38l5 5l edlinul g dslualeS on Cogn ] sl cugn
Mukhopadhyay, 2013; tiaden 1S il oslizul b ol . e sl
. ? > ewsgh O, )l e 2Pl 8D g )3 Cugh jly>
Kumari,Khurram Khan
and Li, 2016
Ma.rques & Serrao, 2013; 3l pogad s Aot dgue g eloin] (claaSis )3 5L (Beis Copite Cayh el Wl (g jloxs &) 31 oalizul 33,509
ggniong i e: ai-, ig}i ; ) Sl )3 (Fon (£))i8 50, 3l ealizel b ol Tcen 51l b 1) JEPRRPY

inlong & et al. ; . ; . .

. ’ ’ &) Slwlxe s sla; il coles gl X 51 ooliul sloi | Slowle
Qinlong & et al., 2014; . ol el > Jlsb o )5?‘:’) sl g -plli63 o J 0> _Jlérwx sAlel
Liu, Liu & Shao, 20147 .lal.)l.d) » slaY aw 9 d)fl dLmAjL.J) dl.muf}'g.’ ‘j,,;L.;l » L:cl‘ol s » 'P“)"d‘) dL“’(V:‘“.‘.“’ u")‘lo
Lee, 2015; Frattolillo, S e bl e ye Jaa )]

2017 ot o 3 Isimo ilis (s (K18 Lol [SGg s 51 oslizal b plyT g 51 o )
etal., 2013&Qu gl bae )3 Iz (sloime 1 edlizul )3 el )l 63 (ly culio 2k &) SleMbl
Sz
Abie, Spilling & foyn, WSoly i b oleMbl oyl @i sl -pllsd 3 iy Jte K 1)) S sl e
2004 s

ol ple slize 4 & Cupie bl Ll

e dar ¢ o

9 0 ol i Al Wb drwgs fops g (cloin] slaaSiis

G 5 555 CoSlle o> Sl Coles Car 3 (e &S,
allas | ol (gloadly ol (gjlme slab 3 )] b Ly
359y b plgi WY dgis oy Lt cidises laolGl 5
45 s gy ety y gl Jolis I dlgie cpl 4 pse
o Jlie sl ool oanliie B o] 53 55y (ST,
5 iyl 0,0 50 ol dl) (SS9 (owyp 4 Ylis
g (YorV) "en» adlie j> asulis wiladlyy ol lelows

* Chang

SeMb! § Sl Jobss
FY-YA :(\YAY )..ul_v) ™ o)l.o.i‘; e v RVES
http://hii.khu.ac.ir

By (LS ©)god (5)5ld ol il seled 4 ol LES
2P R 290 L;LGI &9-«094 cdalllas » CAJW LSI)'.’ ol oMo
X 03)91 ) Js.).) 2 aslas J)9—0 de.u.uo 0‘9.&44) ng)‘*“j)-’

Lol

G5 Copde (650l 0 i (ol olal 51 SS i pde

' Liu
2 Shao



O g (Jadls gl (cpe

GRpde 3,500y b o yimg s =Y Jgdo

o ploxl slasing Uveidly Epdye 257
Lol
Sander, 2002; o Caddge 0550 Jolos g (gjlme slad 1o Jhumus plio @jer ;o pl Lo 5l eolizul
et o P 3 e il el IS 5 can Jao sasle PN
VFRY ¢ g3lge Apld] ook (glapuusilSle b joome Slal g Cagn jlal g plolisd S bl il slad e
o ksl g lojl CBlanl sl 45 oMbl claolSyl )3 phylced e I £ piSo e
&Burstrom, @S oalitul cols) caa ;d Jlumud Gai> Copde pimaw (Sl )3 L) (glgdd &S o)l
Callander, 2003; B g5 5 g > Sl I
Barhoush,and
Atwood, 2010; L glalgime yie gl sl (Jlomd Gsi Cupde (gilexe 3 p3Y 5)l50 adllas o> jl cales
&Zeng, Parkin, b, &6 oSl
morsel, 2010 ieiol (eroaniSo sl b duaglio 13 pl)T 3 plgus sty Culd) 5 (ol)lS
Z(}?Eilégggto;; hoslizal 5 swlio ool (g olSel 5 (553 ollo 33 o P ose £
2009: Zhang,., ol )'3 il e
200; Zhang, Liu ~ Sie lir g by 3 slazel sbl 5 pll s pllss 3 aigis 5 adgw 355 gl o)) 025 0 P
& Pu, 2010 Jgions i)
2 Olyleleas (ooled (gly 3373y dons Sl 9 ol dbml (gl (o3 4 ks 1 ealal
Byl oy
S Hlie gt g3l ki 1 edlil b pl T > el g slazel il
Davis & Lafferty, Jgimo Jy355 53 plyl.ced 31 oolizl pol o o cleMbl &)
B e g faly e i sl y Sy oy s sy i e bl 258
Pal, 2014 5% eslle ol | ol lalels >
Ca e pd Aol gl mlbio STyudl g s (o) pasus )5 Cudgizns dbovl
hsloss
Easley, Kim (BB 5 4 L5 i 5 i & gt gt & oS ity Camtl 5 5 ol
Sun, %012;& Fomb oS b (o S Cud b Jlomd glie 4 (g yied p cold, el
Gunaji, 2006; ; .
Lah & Lewis, phlesd oIS SIal Jljdle 51 ol )8 esliinl ol (Siga (o) 2
2015

Mullins, 2009

wanal) b yiso oles )3 o) (i g pl)led (b)) o) pllss S5y ool )3 Coenl
e g o3l 083 (o jezee ¢ lwlids «uga jlys

53 laodlsl 3»

'PI')"'db

gl g gy o 15 c8l Giaok £ IS gbay b <8l
e md ¥ Jgdn 5 09 () () 4 (S g Sl L
adllas 3)50 slayimghy )3 45 (23)Sag) S jl i Kimy
o=l 3l Sl sla g s ol (Ko 5,554, Wb il
390 dllus g polis ¥ Jods 55 i <l aas oyl 53 oS

sl 00 0.3)9] adllas

G5 4ol g Sy
2 bl gty o pol adlas 39505 5 Coonl oyl
A 55wl dg plidl daail 4 asg L ol iy o)l

Yo

250 By -l dgpitio Al cpl (Y1) "o g 5 SSlaj»
9 Bl ool (i3S pie b OBl Y5 4 b a3y Sl
(Sebes and  aslasly g S &Yoo jo o) cenl
Lo B9y g (53S0 p0 Casod] &> 9 Stamp, 2007)
3 «dgpm (sl (IYAY (odlgmausll) Wlosls 1,5 aslllae 3,90
9290 olyendn 48,5 plodl sy img}y 5l (¥ Jgi>

sl 0as 1)) Loyl addllas 5 )0
(Lo Boi> (b e 5y9ld bl pieres Sl (Su i Bgk>
ol 5 Slal eal | aSyl & s b sl e of (Bgi n
slagpings 11 el (658 coslle Goi> | cules 5)5k8
Job sloailly 8,5 )18 () 390 slaie ol Sl 0 el
o=l do i (oS b SleMbl mln 4o ol lis adllas

! Zhang, Liu and Pu

SN § sl ol
FY-YA :(\Y¥aY )._»l.;) Po D)Lo..i': ey RVES
http://hii.khu.ac.ir



SUd 58> o pde ) laimgg Mg S

B9 2,59, b g5y - Jgao

o1 pbl sl ingy loaidly ey s
kol
&Kubesch Ol g oSl g 53 ol sbm) (gl ccpleB g plylsd (ol ) puis 4 5l
Wicker, 2015 Sl dnsly Jasllysion o 1 ol Jlimsd o)ljn 5lE 3 oS elitl s suoy:
Samartzi, 2013; ;
Lucchi, 2013; w5 9> s )BT sblie @ o)l e 5 ()l s> > bzl Jlosl ¢ el o> 2)599)
wae Sles, ol jige byl oS ool (sBod>
Nagpal, 2017 88 gy (5,58 Sl 33§ bl sl o s >
Olgie 4 5B ) g0 Sbliziwl g ilbiaie exlitwl ASle )y 5 x8lie & ax g5 pac
ployl6d i 31 pre cibrlazl
A e G ol g el )led (ool oy
Deveci, 2012 Bguld lawg Kl L a5 b SleMbl 4y )5 g jlre pé oxliul yials Mg 13>

S8 5,500y b bn haghy = g

o pbl sl gy laazdly oy ol e
Fetscherin, 2006 5 o0 lS' paie gt 4 pl)l 63 (sloptans Jopdy )3 oaSoslitul cuiye oS oli| 35529,

S Elge ) 5 cuslio S 5 S (sla o ] o3lizl ST
Nicholson, 2009 405 g drwgs Jb 50 (loyguiS )3 loye g LIS (gl dlpiiy @l 2 SleMbl s

OB el ot g aiby Bl g Cogise g SleMbl

Angl 4 g slo g

aS o golyon ol clan! saS s ( S olaasi
5l 15T 35 (6598 ol (sylose dnings 5 )3l g2 lojen
oty (mogad my> la (ol 3)lge (S 50 oolas i

Slodls 148 aalllas 5yg0 1) g
eits Bl (93b5 g sl S 5 (s e 3,509 5
Oibois Vg (Sl L5 4 dae VE odd b jiagh VY
o oo ¥ gl ol Sl el a8 S plosl o) (L5 4
chso] Oy Jolw slse! 9 wﬁ)})\ 0S5 9D L’))I..\ALQ(.«) Coplo
A 500 Likoh £ o) gadge ol Cuedl I Ll &S wilais sy,
939290 (6358 CuSllo Boi> | Culox (slaptuns ()15 55
50l ©gpd g s3lome (sLudd )3 s (! 5l o3litel Ll
3y5-0 1y aplejlaw )3 |y i (il pia8 i35 LY (5
Ul o Lo iy ol 5l ool zolis alesls 1, 8 adlllas
Ce blejbw plpise S pemad Sl (awlie slaial,
0blosl g O 5l abl Jluoud 3ei> Copde 5l (680,00
2l Jlaemd Go—i> Copis jlosliwl poid iagiy ¥
2 (Yoo ) aslyy dosls cailoals )3 adllas )90 aslsuls
Slods )3 s (12 1 55000 4 R3] jolas 395 Allds
oBusd 50,500 dlie ¥ .Cowl 03903 0Ll Wiky py Syde Jygo0
@l &S Klo3)S gw)p (JUomd Boi> Copde & cund ()8
Cponl d adlie V g Cunl coeal Blo o pie zobaw ¢l o

! Bride

SeMb! § Sl Jobss
FY-YA :(\YAY )..ul_v) ™ o)l.o.i‘; e v RVES
http://hii.khu.ac.ir

i a2l Jlos Ly ool )3 g 0 bl (sl sy
ol 0 43313y imgy Lol

B Co g e 55 03l Lol (S yhag
S0 o0 (W0 o a4 Jlmyd

sy Lo limggy oyt 3> oLt gy | Jols alis
(V) e (FF) (58 3509y & b & (gl 3,509,
i Sa ) JSCh 5 a8 o 315 (V) Sand 5 (F) B
O ol asiidie L8380y s gl @298
w3 e ol cilisee glaJlo o 1) aingsy (SaSly Y JSS
YoV g Vo OF Ve oo Jlo &y bosyo b yingly oy oS
4B)S ploul Ve ¥ g Ve sl Jlu )3 W iogly (358 9 35
2 La g olisy b L Y jlog el awypm (S )ekay .l
Al (g35m0 o (IS sled YN IV N sl Sl Aol
Lol

Oty O QL Giagi ol slaa il oo
pLosl (3895509, L« Jlomd 3o oo dinef 1 b gy
ol bl yhag leie Ad 5l lais £Y aS g ygbody Ll 8§
8 2,509y 3 A (eSS L5 40 9 210 (35 a4
S 5 i ol (Gileme silodige @ bogingh il
i lagyols b ol San g gl clon s o (oli5))
15 o 3oLl oo Jae ) b g wlassls y bolo )l 5 oS
sl lazily cglize SleMbl slagsysls 3 o 5 s pSo e
s 4y 5 glneSt > Jimd g Ca o odlin



O g (Jadls gl (cpe

21y b g o)l LT s o505 (yeimen ot
Ol dng sl Sl g cles 5 Lilse (g S0y (K552
S 13 oy 2590 Bl Olnl 53 It

ST a8 el (oS Jl slagsimgdy ((Ssi> 3,05,
Clgd 50 dgmge blitiwl g wliate odliiwl coxe 4 gy
o ases ] 3 oS oolit ol o s 2alS 5 (6,56 cuSlo
S5 3l (B0 9l ()3 Cunl (Sae 42 ST 09 aiBly
S35 pae el g Wb bl Wb ials LB S sl
e g aose 4l Al ol Ohld 55 gt o
o b o L5 48 5905 les 3 )y clell 5 el 3]
G 9,01 B sl o ien ol )5S dnsgs
Sy (o 2559y 3 &5 Cunl (bl Cobo jl 55 b ye
35509y ol 3 Sres (pdngly BB W0 pS )18 adllae 390
P9 o odabie )9S Sl )l g J3I saingl 5

OleMbl dy o yiwd a5 A 8l dlio 90 0 (Simyd 2S00 50
ag Al Lol g 00y )13 dogi 0y5e |y 11,8 sladiwles o
aelgr Simd oy o (o> Co o e b Cusl
ay plynl il Gimsis 93 ol ) ol zylae Coalie I i
o Lo 40 e g 6y ool ABYB SBT (5055l (3o
2 895 (5052551 ASL ol droly > GLEMS] i S e
€blso 31 o oS0l 481l i BYS BT 15 el ol
o S s 5l 48 w5 walgd dieo s 95 BT (ggine g (3o
abae ol > by ol @olgr (Kin )8 0 g nygdS dsgs
P9 g 03 Glpl @)l 9 31 3 (res gy SIS j
(Il o Copios w550 00 oo ST 500
wis plonl gemmina 50 Lol wcunl bnyguiS slasil 3 of L5t
Ol s Bl sl a3l gy Eone ol 4 ogians &S ingl
5 Jlo o Wi (pl slin] oy siens jl S cnl Jbs o
2ol L lasye g o b1 e (i (slaaize el
o) > (g Yl (B adl sl (el g (o o
ot Lol 1 el Il slatdl 5 (6,56 oSl 3o
JLe (sl asng ool JI)8 Jas e 1y Jluswd 3ei> Cu ple
ceslle Gy 5l Cales 555 38 Alie ) (V4))) "5 58>
0313 )8 (sy 2 3y90 (Slagy gl (o3Laidl L3 3 1, (5,8
OB 9 JB30 0 (dngh GBS I (S e jshar o
PG e ol 5l Jeols guls a8 ol oolail 5,5, ¢guiS
gl 53 9 39 4B)S IS I peidyd bawgs (NS (5 y4el
Al 58,5 by guiS g0l

3 Ciocoiu

yvy

b ciomwd plos o (Jliowd slalgse oy pio > Lacallys
0 ole ol 5l aS s Cal imeh & s (e 3,59, )
dyg0 |y dilaate oolitul oo g EAuSedlitwl Foi> yimgh
235250 GBaSonld f Gimgiy Vg dg 031 518
Dy odly 8 a s 3y5 0 By b L Sy silome Liid
Ol (p eSSk y8 0y gy il ast e 4 S jgkailan
Jolse O o (S5 aS Conl ooy olais! 2gs a |y imgh
9 odiS oalawl ]a_wy‘ LAL..:}(.::.) d?‘b Co plo ‘_5)914..9 d.)))..\J
by oly)lS an cledbl auje (Sg S cone 4 (5,500
158 Lol (Yo o) T« gl imgly 5o 5 Canl abls
Oigsy ol slasleiiy 5 @l o ol Jlai e gt sl B
235 31,8 odlaiwl )50 drwgs Jb 10 (sl yeuiS il 40 Wlgi o

B9=0 S pdms dno ) 4> =gy SLeMS 4
Sd,15 929 Jlud

welbanl U 85, S5g) 0l Lt aslllas I fuols (glaassly
oty Jl oy Lintingy S5 5o o VY L i
=l 0l 43,9y cul b (pdingy Ll el Ll ol Stingy
7 9 iy v dde 85 domi (g o cplpli Al 8L
Ol 3l g Cl odis eodge das pl a0l dngi b youS
o) 23 e o3tz 55 ESllo g ) Sales (sl (5 sl
sl iagh plosl aals 4 piy slayeis ;o &S cwl Jbjo
ooty (583,550, b (g3us0

ooy VA agas ol s iagin 5l ool muls uisred
38 ol 43S plonil (e 3509, b o 8L slasing
g2 all) Csl (b (5 4 Ghod S e oloe ]
) sleiagh ) s Sl Ly 4 4 o (VYAY
g5 & a2 b Ll cand 0lj 00 <l glajingyy Sl 4 5]
M3 Cwl od o ¢ SO o olf..\.i.) )‘ ol C)Ja.a val.m.n 2
R 0jg> 53 giaggy (il Kz pn 3,55 oaalie (ool
S dagi g (lpds o (65 ere—al )3 WSl
Lo o )9S o ygome ol 53 08k S5 (Jlomd B> o pta
Lol dojls cog pulai (L)l g SleMbl slaaSd (5 yus
3 (8B hlas g )9l cnl il oslal pojl sl (alagsings
s e s 5l Loy;» B g B el jd eolatwl pas

! Fair use
2 Nicholson

SN § sl ol
FY-YA :(\Y¥aY )ul.;) Py o)Lo..i': ey RVES
http://hii.khu.ac.ir



SUd 58> o pde ) laimgg Mg S

Dgud 50

Copie Glapias Joo0 5 (Fu)l5 e adlllas ggere
I obts o 3)90 (gl (sLadSug) 9 (Jliows (Boi>
ol ploul gla jiiieS 0yl (gile slad > (g)5ld (pl Cuonl
485 plosl (sl iaghy g bt (ol dsgi 9 JolSS Caa
Syl o)l > Cledbl cutel gaw (b)) pogad 5
tisi Sy §) olmo kil 1) (WWAD IS5 5 Slo zlo)
13 LMl ol slib gjlasiyos) sl 3l U]y
e ol olsS (VA AYRY (Wgus) 5 sipmcdllio) ool
OvyiawS 4 dag b g lbliyl g wledbl jac (> oS cul
ety (Aalley 9 (o el (sl esjnogy pid Catio
L Bois Copde il calie sl (6)9ld (6515
Ot § Jliemd Bsds Capie )slid (S (o prien
€z 9 5)l S sl sl do e cnl )3 a5l
sbadooly (oyp Lrsgd (85 (dagh (1S (Vo))
U dlie o) Cgonl wSlody )y domt opl & o el calises
Sl @ylos lejlw? SlBaw sliwl | (S oS cals]
S8 caslle g I Coles (gl (BBl sl lailil (g5l
=2 Sl gxico cSlo 1 pel )] ladie; (oled j
(WAL 3olo) ol aliuaio coldy g ol b Lasye 398> g (cyin
My 2 Bl Olojls (ul 4y a9l (g byd iy
Ll

Lo )5-25 3 cgg-d9e Cuonl o e 3l (L 2l adllae Lol
plosl Wil 1wl sais dliwe ool 4 olb culie
golaw > e ©gps 38 bles sl 6300 slagingy
5 N ((Boi> s pde o 58 slaygre ) 5 (Mol 9 e
Cponl Slgi o Lagingly cnl jl Jolb> @l s (3Ll
2 5 les paseie )50 (YL g03) (lpde Sl ) g0
allas (pimen g @ Bly She (b pde (NS (Slaprena
BT s & ol Lt 08 51 ) 5 00 ploxl clastmgy
3 leany )5 daysiS ol ) (6,8 CuSlle o> Coenl 4
i 9 (B bLod a5 oid cooue (ol a0l g
5 S blod o Lol ol a5 plogl ss slagingsy
e drlgn otaghy M L ooladl Logas 5 (Sind

&8lo o,

ool o 558

"WTO = World Trade Organization

8 TRIPS = Intellectual Property Rights
Oledbl g Ol folss

FY-YA :(\YAY )..ul_v) ™ c)l.o.i‘; e v Al>
http://hii.khu.ac.ir

YA

ol 0397 digRar iy Jgo5 e
g b a3 5] (ol pLLSS o oL o stag3y (o
3918 Jgl Jus (IS jglots sl osnlite 6 ] )5 Bgi
Sl G850y g Cotel 4 (3L ar g (Jlomd B> o e
Glaal opgd s Lol bl oo (613 s j| (6 Sl
(lwlid whogi wblis I glasgame 5 ol (5 Famms
P Toke Sei s1dSh) glgil den g 2l 9 JpuS )b
» i (Gaber 2012) sy o i b |y Jlouzud plis
Sl 00 (EBS cpgd Jud Bygd p> 48)S ploxil (gl ying}
g 4l ity sy Sl 5 Collasi] bl L oo lpiinses
bl g Sledbl slagygls oY o0 Ly plSen (pizzan
LeopylS s )55ke sl gt (ol dawgs sl 2oy,
«BLis g 9 <o 5uing > asulis g )yl GV e oyl
i Sl Ggds Copie (lagiuw ol odal (Y VF)
haslasl dxwe Jliowd (glyome Caio jd Cwodlw sl
b (63,8 (sladobiy ¢ ligios 1A%+ Lo Lauly)
diile dwgy bae g diwgnl laore (0 Jluzed 5ei> Cu pie
5 'Ol A el (laaSed g lgme pje slaaSed (o
oo (35155 (5] (gl Jl )3 g Slo 0390]] ] pllis
(lailoy a slan! (laasls loss (> T« Il s> (6]
P gy 390 sl S 5 T z99 TS gy g iile
OLSle 3o jl Coles  Bglane yide adgl Gliid (ionen
G9-i>) b yo 9> g olp)S G 4 g sl 039 U]
Al eomen (Jlioms mlie (BuSajs 5 EUS g
3 I3l 3Ll (el cd (Bl ol oS Cadyl g3
asslis el e —,Ul (LSl ¢ o BacSoslil 548>
Capdo 5ygkd 4z ST g8 oo 053 oy 3 (Vo)) €50
o=l Jems lgime (Wl (sl Jgl Jus 5> (Jlomd o>
Cladlono 353 (5,56 oSl (s> | &S 35l o wal 3 1y ISl
2150 gyl )l 350 5 sye laias Lol ciyles
S 45 Lol b0 o pgd Juus )3 00 plosl sla gy
Sy T8 g S sla Jae ¢yl ol 33,5 @by M ol ]
Dol 1 (55 tomad sl 01 4l it oyl (o
i )3 09b bl (55 0yomy ol ylelews oy > (g
g dlin (ol @uiS <8 > gla 4 (Sl bl jlaz »

! Peer-to-peer network

2 Multimedia Cloud Computing Technology
3 Facebook

4 Twitter

3 First sale doctrine

¢ Business models



O g (Jadls gl (cpe

Ciocoiu, C. N. (2011). Considerations about intel-
lectual property rights, Innovation and economic
growth in the digital economy. Economia seria
management, 14(2):310-323.

Davis, D. M. and T. Lafferty (2002). Digital rights
management: implications for libraries. The Bottom
Line, 15(1): 18-23.

Deveci, H. A. (2012). Can hyperlinks and digital
rights management secure affordable access to in-
formation?. Computer Law & Security Review, 28:
651-661.

Doncel, V. R. & et al. (2011). Interoperable digital
rights management based on the MPEG extensible.
Multimedia tools and applications, 55(1):303-318.
D’Orazio, Christian and Kim-Kwang Raymond
Choo (2016). An adversary model to evaluate DRM
protection of video contents on iOS devices. Com-
puters & Security, 56:94-110
Easley, R., B. C. Kim, and D. Sun (2012). Optimal
digital rights management with uncertain piracy.
45" Hawaii International Conference on system
Sciences, 4525-4533.

Epstein, L., A. Fiat, and M. Levy (2009). Caching
content under digital rights management. LNCS,
5426: 188-200.

Fetscherin, M. (2006). Digital rights management:
What the consumer wants. Journal of digital rights
management, 2(3/4): 143-149.

Frattolillo, Franco. (2017). A Digital Rights Man-
agement System Based on Cloud. TELKMNIKA,
15(2): 671-677.

Gaber, Tarek. (2012). Support Consumer’s Rights in
DRM: A Secure and Fair Solution to Digital Li-
cense Reselling over the Internet. The Degree of
Doctor of Philosophy in the faculty of Engineering
and Physical Sciences. The University of Manches-
ter.
Garcia, R., and R. Gil. (2006). An OWL copyright
ontology for semantic digital rights management.
LNCS, (4278): 1745-1754.
Garcia, R., R. Gil, and J. Delgado (2007). A web
ontologies framework for digital rights manage-
ment. Artificial Intelligence and law, 15(2): 137-
154.
Gunaji, Shannon Nagesh (2006). An analysis of
analog hole circumvention of digital rights man-
agement and copyright protection techniques. Fac-
ulty of the Graduate School of the University of
Colorado in partial fulfillment of the requirement
for the degree of Master of Telecommunications;
New Mexico State University.

Hajmalek, Maryam and Tavakoli, ahmad. (2016).
Evaluating the level of security in e-commerce us-
ing Shannon Entropy and Dempester Schaffer's
Theory. Journal of Information Technology Man-
agement (JITM). 7(1): 77-100. (Persian)

Y4

2GS Cylos auio

References

Abbadi, .M.A. (2008). Digital rights management
for personal networks. The Degree of Doctoral.
Royal Holloway, University of London.

Abie, H. P. Spilling and B. Foyn (2004). A distrib-
uted digital rights management model for secure in-
formation-distribution systems. Int J Inf Secure, 3:
113-128.

Agha seyedjavadi, Parichehr. (2015), Feasibility
study of exploiting digital rights management
(DRM) in theses management system of Iranian re-
search institute for information science and tech-
nology. The degree of M.A. on field of Information
science and knowledge. Islamic Azad University
Science and research Brach. (Persian)

Ahmed H., S., M. H. Ibrahim, and S. H. El-Ramly
(2015). Enhancing efficiency of enterprise digital
rights management. ICACSIS, International confer-
ence on advanced computer science and infor-
mation systems, proceedings. Article number
(7415190): 91-96.

Bahaa-Eldin, A. M. and M. A. A. Sobh (2014). A
comprehensive software copy protection and digital
rights management platform. Ain shams engineer-
ing journal, 5:703-720.

Barhoush, Malek and J. William Atwood (2010).
Requirements for enforcing digital rights manage-
ment in multicast content. Telecommunication Sys-
tems, 45(1):3-20.

Bellini, P., P. Nesi, and F. Pazzaglia (2013). Ex-
ploiting P2P scalability for grant authorization in
DRM solutions. Multimed Tools Appl, 72:1611-
1637.

Braid, A. (2004). The use of a digital rights man-
agement system in a document supply service. In-
ter-lending & Document Supply, 32(3): 189-191.
Burstrom, A. and J. Callander (2003). Digital Rights
Management: Evaluation of existing systems. The-
sis project done at Information Theory. Linkoping
University.

Bayabfar, Ali and Nasrin dokht emad khorasani.
(2008). Copyrights in the mirror judgment. Tehran:
Ketabdar Publisher. (Persian)

Chang, Y-L. (2007). Who should access rights? A
game-theoretical approach to striking the optimal
balance in the debate over Digital rights manage-
ment. Artificial Intelligence and law. 15(4): 323-
356.

Chokngamwong, R. and N. Jirabutr (2015). Mobile
Digital Right Management with enhanced security
using limited-use session keys. 12" International
conference on electrical engineering/electronics,
computer, telecommunications and information
technology, 24-27 June 2015, Thailand,(7207069).

SN § sl ol
FY-YA :(\Y¥aY )ul.;) Py o)Lo..i': ey RVES
http://hii.khu.ac.ir



Sd Boi> Copde 3 b pings g, Jdoo

Hallback, Erik (2005). Digital rights management on
an IP-based set-top box. The Student thesis. De-
partment of electrical engineering, Linkoping Uni-
versity.

Huang, Jheng-jia and et al. (2014). Secure and effi-
cient digital rights management mechanisms with
privacy protection. J. Shanghai Jiao tong Univ.
(Sci), 19(4): 443-447.

Hsiao, Jen-Hao. and et al. (2006). Effective content
tracking for digital rights management in digital li-
braries. LNCS: (4172), 415-425.
lannella, Renato (2001). Digital rights management
(DRM) architectures. D-Lib Magazine, 7(6): 1-8.
Jamkhedkar, Pramod A., and Gregory L. Heileman
(2009). Digital rights management architectures.
Computer and electrical engineering, 35: 376-394.
Kenny, Steve. and Larry Korba (2002). Applying
digital rights management systems to privacy rights
management. Computers & Security. 21(7): 648-
664.

Kitahara, M., J. Kawamoto, and K. Sakurai (2014).
A method of digital rights management based on
Bitcoin protocol. ICUIMC "14 Proceedings of the
8™ International Conference on Ubiquitous Infor-
mation Management and Communication. New
York, USA: (84). Doi: 10.1145/2557977.2558034.
Kitchenham B. A., and S. Charters (2007). Guide-
lines for performing systematic literature review in
software engineering, EBSE technical report EBSE.
1-57.

Kim, Heeyoul.,, Youngho Lee, and Yongsu. Park
(2010). A robust and flexible digital rights man-
agement system for home networks. The Journal of
Systems and Software, 83: 2431-2440.

Kubesch, Amber Sami and Stephen Wicker (2015).
Digital rights management: The cost to consumers.
Proceedings of the IEEE, 103(5): 726-733.

Kumari, Saru., Khurram Khan, M. and Li, X.
(2016). A more secure digital rights management
authentication scheme based on smart card. Multi-
media tools and applications, 75(2): 1135-1158.
Kwok, Sai Ho., and Robert Chi. (2006). Digital
rights management for mobile commerce using
Web services. Journal of Electronic Commerce Re-
search, 7(1): 1-12.

Kwok, Sai. Ho. and et al. (2002). Integration of digi-
tal rights management into the Internet Open Trad-
ing Protocol. Decision Support Systems, 34: 413-
425.

Kwon, Goo-Rak. and et al. (2016). Multimedia digi-
tal rights management based on selective encryp-
tion for flexible business model. Multimedia Tools
and Applications. 75(12): 6697-6715.

Lah, Urska and James R. Lewis. (2015). The effect
of expertise on the usability of a digital rights man-
agement sharing application. IEEE Software, 33(3):
1-12.

Lee, Hyejoo. and et al. (2015). DRM cloud frame-

Ol g Ll olw
FY-YA (VYA 50b) poes o )lods quomiy ol
http://hii.khu.ac.ir

work to support heterogeneous digital rights man-
agement systems. Multimadia Tools and Applica-
tion, 1-22.

Lester, June and Wallace C. Koehler. (2010). Basics
of Information Studies Understanding Information
and its Environment. Translation by Mohsen No-
karizi. Tehran: Chapar Publishing. (Persian)

Li, Jin., Yi Cui, and Bin Chang (2007). PeerStream-
ing: design and implementation of an on-demand
distributed streaming system with DRM capabili-
ties. Multimedia Systems, 13(3): 173-190.

Li, Ping and et al. (2008). A DRM system based on
mobile agent for digital rights redistribution. Wu-
han University Journal of Natural Sciences, 13(4):
475-480.

Liu, Enqian., Zengliang Liu, and Fei Shao (2014).
Digital Rights Management and Access Control in
Multimedia Social Networks. Genetic and Evolu-
tionary Computing: Proceedings of the Seventh In-
ternational Conference on Genetic and Evolution-
ary Computing, ICGEC, 25-27 August 2013. Swit-
zerland: Springer International Publishing. 257-
266.

Liu, Xiyao & et al. (2017). A robust and synthe-
sized-unseen watermarking for the DRM of DIBR-
based 3D video. Neurocomputing, 222: 155-169.
Lucchi, Nicola. (2013). Countering the unfair play
of DRM technologies. Texas Intellectual Property
Law Journal, 16(1): 91-124.

Ma, Zhaofeng (2017). Digital Rights Management:
model, technology and application. Networks &
Security, (June): 156-167.

Mada'ad al-Husseini, Massoud and Mohsen Ra-
soulian. (2012). Information security management
system. Tehran: Naghoos. (Persian)

Majdzadeh, Reza. (2010). Systematic review. Re-
trieve 2016, in:
(www.tums.ac.ir/faculties/rezamajd?lang=fa&pagei
d=127) (Persian)

Mandal, Piyall., Ashish Thakral, and Shekhar Ver-
ma (2005). Watermark based digital rights man-
agement. International conference on Information
technology: Coding and Computing. 4-6 April
2005, Las Vagas, USA. 74-78.

Marques, Joaquim and Carlos Serrao (2013). Im-
proving content privacy on social networks using
open digital rights management solutions. Procedia
Technology, (9): 405-410.

Marten, Meiss. (2017). Digital Rights Management
— Blockchain and Digital Music Content Manage-
ment. (Master’s Thesis). University of Jyvaskyla,
Department of Computer Science and Information
Systems, Information Systems.

Mehmood, K. and et al. (2015). A practical ap-
proach to impede key recovery and piracy in digital
rights management system (DRM). 12" Interna-
tional Bhurban Conference on Applied Sciences
and Technology, 13-17 January 2015, National



O g (Jadls gl (cpe

Centre for Physics Islamabad; Pakistan. Code
111546.

Mishra, Dheerendra (2015). An Accountable priva-
cy architecture for digital rights management sys-
tem. ICCCT’ 15 Proceedings of the Sixth Interna-
tional Conference on Computer and Communica-
tion Technology, New York, USA. 328-332. Doi:
10.1145/2818567.2818668.

Mishra, Dheerendra. And Sourav Mukhopadhyay
(2013). A Certificateless authenticated key agree-
ment protocol for digital rights management sys-
tem. Quality, Reliability, Security and Robustness
in heterogeneous networks, 115: 568-577.
Mohanty, Saraju P. (2009). A secure digital camera
architecture for integrated real-time digital rights
management . Journal of systems architecture, 55:
(468-480).

Mullins, Leo (2009). Using metadata to support
DRM, trading and administration of globally de-
ployed digital products. Journal of Digital Asset
Management, 5(2): 75-82.

Nagpal, Megha (2017). Copyright Protection
through Digital Rights Management in India: A
Non-Essential Impositi

on. Journal of Intellectual Property Rights, 22(July):
224-237.

Nicholson, Denise Rosemary (2009). Digital rights
management and access to information: a develop-
ing country’s perspective. LIBRES Library and In-
formation Science Research Electronic Journal,
19(1): 1-17.

Pal, Ashish Kumar (2014). Application of digital
rights management in library. DESIDOC Journal of
library and information technology, 34(1): 11-15.
Patriciu, Victor-Valeriu. and et al. (2011). A Gener-
alized DRM architectural framework. Advances in
electrical and computer engineering, 11(1): 43-48.
Qu, Cheng and et al. (2013). A DRM scheme using
file physical information. International journal of
cyber-security and digital forensics (IJCSDF), 2(1):
56-59.

Qinlong, Huang and et al. (2013). Secure and priva-
cy-preserving DRM scheme using homomorphic
encryption in cloud computing. The Journal of Chi-
na Universities of Posts and Telecommunications,
20(6): 88-95.

Qinlong, Huang and et al. (2014). Encrypted data
sharing with multi-owner based on digital rights
management in online social networks. The Journal
of China Universities of Posts and Telecommunica-
tions, 21(1): 86-93.

Qinlong, Huang and et al. (2014). Towards an Effi-
cient Secure Online Digital Rights Management
Scheme in Cloud Computing. International Journal
of Security and its Applications, 8(1): 159-168.
Rahmani, Sahar. (2011). Digital Rights Manage-
ment (DRM) and supporting literary and artistic
works using it. The degree of M.A. on field of In-

¥\

tellectual Property Rights. Qom University, Faculty
of Law, Iran. (Persian)

Rampon, Jerome and et al. (2015). Digital rights
management for IP protection. Proceedings of IEEE
computer Society Annual Symposium on VLSI,
ISVLSI. Montpellier; France, 8-10 July 2015, Arti-
cle number (7309565): 200-203.

Sachan, Amit and Sabu Emmanuel (2011). Rights
violation detection in multi-level digital rights
management system. Computers & security, 30:
498-513.

Sadeghi, Mohsen. (2010). Review of international
treaties and Iran's provisions on related rights. Pro-
ceedings of the Conference on Literary, Artistic and
Related Rights. Tehran: Ministry of Culture and Is-
lamic Guidance, Institute of Culture, Arts and
Communication. 403- 446. (Persian)

Sai, Ho. Kwok (2002). Digital rights management
for the online music business. ACM SIGcom Ex-
changes, 3(3): 17-24.

Sai, H. K. and Chi, R. (2006). Digital rights man-
agement for mobile commerce using web services.
Journal of Electronic Commerce Research, 7(1): 1-
12.

Samartzi, Vasiliki (2013). Digital rights manage-
ment and the rights of end-users. The Degree of
Doctoral, Queen Mary, University of Landan.
Sander, Tomas (2002). Golden time for digital
rights management?. LNCS, (2339): 64-74.

Sebes, E. John and Mark Stamp (2007). Solvable
problems in enterprise digital rights management.
Information management & computer security,
15(1): 33-45.

Shobeiri Zanjani, Hasan. (2010). Draft legislation
on the comprehensive law on literacy, artistic and
related rights. Tehran: High Council for Infor-
mation, Secretariat. (Persian)

Siamak, Marzieh. (2009). Digital rights manage-
ment: Opportunities and Challenges. National stud-
ies on librarianship and information organization.
77:253-273. (Persian)

Soliman, A. H., Ibrahim, M. H. and El-Ramly, S. H.
(2015). Enhancing efficiency of enterprise digital
rights management. International Conference on
Advanced Computer Science and Information Sys-
tems, 10-11 October 2015. Depok, Indonesia:
(CFP1519R-USB); Code 119505.

Su, M. and et al. (2015). A novel stochastic-
encryption-based P2P digital rights management
scheme. IEEE International Conference on Com-
munications. 9 September 2015. London; United
Kingdom, (7249205): 5541-5545.

Thanh, Ta Minh and Munetoshi Iwakiri (2014). A
proposal of digital rights management based on in-
complete cryptography using invariant Huffman
code length feature. Multimedia systems, 20(2):
127-142.

Thanh, Ta Minh and Munetoshi Iwakiri (2014). In-
complete encryption based on multi-channel AES

SN § sl ol
FY-YA :(\Y¥aY )ul.;) Py o)Lo..i': ey RVES
http://hii.khu.ac.ir



SUd 58> o pde ) laimgg Mg S

algorithm to digital rights management. Knowledge
and Systems Engineering, 1 (244): 199-211.

Thanh, Ta Minh and Munetoshi Iwakiri (2015).
Fragile watermarking with permutation code for
content-leakage in DRM system. Multimedia sys-
tems, 1-13.

Tsai, Min-Jen and Luo, Yuan-Fu (2009). Service-
oriented grid computing system for digital rights
management (GC-DRM). Expert Systems with Ap-
plications, 36: 10708-10726.

Tsolis, Dimitrios K. and Theodore S. Papatheodorou
(2008). Web services for digital rights management
and copyright protection in digital media. DIMEA
08 Proceedings of the 3" international conference
on digital interactive media in entertainment and
arts, New York, USA. 241-247. Doi:
10.1145/1413634.1413681.

Vassiliadis, B., V. Fotopoulos, and A.N. Skodras
(2006). Decentralizing the digital rights manage-
ment value chain by means of distributed license
catalogues. In IFIP International Federation for In-
formation Processing, Volume 204, Artificial Intel-
ligence Applications and Innovations, eds. Maglo-
giannis, 1., Karpouzis, K., Bramer, M., (Boston:
Springer): 689-696.

Vasiliki, S. (2013). Digital rights management and
the rights of end-users. A Thesis for Degree of
Doctoral. Queen Mary, University of London.
Wolf, Patrick., Martin Steinebach, and Konstantin
Diener (2006). Complementing DRM with digital
watermarking: mark, search, retrieve. Online In-
formation Review, 31 (1): 10-21.

Wu, Chia-Chi.,, Chia-Chen Lin, and Chin-Chen
Chang (2010). Digital rights management for mul-
timedia content over 3G mobile networks. Expert
Systems with Applications, 37: 6787-6797.

Wyant, Jeremy (2002). Applicability of Public Key
Cryptosystems to Digital Rights Management Ap-
plications. NTRU Cryptosystems, Inc.: 75-78.
Yang, Jin Tan and Huai-Chien Horng (2006). Digi-
tal rights management implemented by RDF graph
approach. International Journal of Distance Educa-
tion Technologies, 4(4): 36-55.

Yu, Yinyan, and Zhi Tang (2004). An adaptive ap-
proach to hardware alteration for digital rights
management. LNCS, (3325): 238-250.

Zeng, Wen., Simon Parkin, and Aad Van Moorsel
(2010). Digital Rights Management. University of
Newcastle upon Tyne: Computing Science, (CS -
TR- 1223): 3-48.

Zeng, Wenjun., Heather Yu, and Ching-Yung Lin
(2006). Multimedia Security Technologies for Digi-
tal Rights Management. Amesterdam; Boston,
Elsevier Inc.

Zhang, Zhanying and et al. (2011). A Digital rights
management solution of TD-SCDMA library ser-
vice. International Journal of Digital Content Tech-
nology and its Applications (JDCTA), 5(9): 344-
351

SeMb! § Sl Jobss
FY-YA :(\YAY )..ul_v) ™ o)l.o.i‘; e v RVES
http://hii.khu.ac.ir

Y

Zhang, Y. (2009). Towards a nation of balance in
digital rights management. A Thesis for degree
doctoral, Queen’s University Belfast. (EThOS)
Zhang, Zhiyong & et al. (2009). Security and trust
in digital rights management: A survey. Interna-
tional Journal of Network Security. 9(3): 247-263.
Zhang, Zhiyong (2010). Security, trust and risk in
digital rights management ecosystem. Proceeding
of the 2010 International conference on high per-
formance computing & simulation, Caen, France.
Zhang, Zhiyong and et al. (2010). Fuzzy risk as-
sessments on security policies for digital rights
management. Neural network world, 20(3): 265-
284.

Zhang, Zhiyong and et al. (2011). Usage control
model for Digital Rights management in digital
home networks. Journal of Multimedia, 6(4): 376-
383.

Zhang, Zhiyong, Zhen Wang, and Danmei Niu
(2015). A novel approach to rights sharing-enabling
digital rights management for mobile multimedia.
Multimedia Tools Appl, 74: 6255-6271.

Zhang, Zhiyong, Xinliang Liu, and lJiexin Pu
(2010). Utility-Analytic approach and swarm simu-
lations of security policies in digital rights man-
agement. Journal of Multimedia, 5(5): 417-426.
Zhong, Yong and et al. (2007). A method of fair use
in DRM. LNCS, (4822): 160-164.



